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The article provides an analysis of methodological approaches to assessing the economic
security of enterprises in the context of digital transformation. Traditional approaches were
largely developed before digital technologies became a central element of the business
environment. As a result, they insufficiently reflect digital risks such as cyberattacks, data
breaches, technological failures, and vulnerabilities arising from the use of cloud services,
automation, artificial intelligence, and loT systems. The paper highlights recent research trends
that integrate digital factors into economic security assessment. Based on the analysis, the study
proposes directions for modernizing existing methodologies. The findings emphasize the need
to update traditional methodologies to ensure a more accurate and comprehensive assessment
of enterprise economic security under conditions of accelerating digital transformation.
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Problem statement. Modern business is undergoing fundamental changes under the
influence of the Fourth Industrial Revolution, which is characterized by widespread
digitalization, the development of artificial intelligence, big data, and the Internet of Things
(IoT). In this context, the issue of economic security goes far beyond the traditional protection
of assets and ensuring financial stability. Modern enterprises face a combination of both
traditional and emerging threats to economic security.

Digital transformation of business, on the one hand, opens new opportunities for
improving efficiency, but on the other — creates new challenges in the field of security. In
particular, the rapid introduction of digital technologies is accompanied by cyber threats and
risks related to information security, data management, process automation, and other factors.
Scientific publications of recent years demonstrate increased attention to the digital dimension
of economic security. However, most existing methodologies either do not integrate the digital
factor at all or include it only fragmentarily — primarily as components of information security
(depramiok, 2023). At the same time, digital transformation affects all components of economic
security: financial, personnel, operational, technological, and intellectual. This leads to the rise
of complex and interrelated digital risks that cannot be adequately assessed using traditional
approaches (bimmuenko ta Kacesinora, 2023).

The aim of the study is to analyze existing methodological approaches to assessing
enterprise economic security, identify their limitations in capturing digital transformation
factors, and propose directions for integrating digital risks and cybersecurity considerations into
assessment frameworks with a focus on the application of proactive risk management.

Analysis of recent research and publications. Recent years have seen active scientific
research in the field of methodological support for enterprise economic security. A review of
publications shows the absence of a unified approach: different researchers propose various
classifications and methodologies, each with its advantages and limitations. Researchers such
as Maltuz V., Maltuz O., Shylo Zh., Krechko M., Koptieva H., Hapeyeva O., Holovko R., and
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others emphasize that no methodology has become a generally accepted standard, and the
choice of approach depends on business specifics and available data (ManTi3, B. Ta ManTis, O.,
2022; uno ta Kpeuko, 2022; Konrresa, 2020; I'aneeBa Ta ['onosko, 2025). Koptieva H. (2020)
also notes that the economic security of an enterprise largely derives from the efficiency and
resilience of its business processes. Scientific sources highlight a number of methodological
approaches to assessing economic security, including (but not limited to) those described below.

Resource-functional approach. This approach involves assessing the components of the
security system by functional areas or resource types (financial, personnel, technological,
information security, etc.). For each area, indicator systems are developed regarding resource
efficiency, followed by calculation of an integral indicator considering the weight of each group.
The advantage of this approach is its comprehensive overview of all aspects of activity.
However, the formalization of components and indicators may be subjective and fail to reflect
enterprise-specific conditions (Tkauenko Ta I'peuxo, 2022).

Economic-mathematical approach. This approach is based on building a mathematical
model of the enterprise’s economic security level as a function of several variables. It may
involve calculating an integral index or an econometric model that predicts security indicators
depending on endogenous and exogenous factors. Although considered the most academically
grounded, the approach requires reliable data and complex model development. For industrial
enterprises, unifying indicators and ensuring comparability is particularly difficult
(Hacpymnnaes, 2025).

Result-oriented approach. The result-oriented approach evaluates economic security by
comparing actual performance indicators with planned or target values based on strategic and
operational goals. A specific variation of this approach is the profit-investment model, where
the key criterion of economic security is the ability to generate sufficient profit (net or
reinvested profit) to ensure stable functioning and development. However, profit alone does not
capture the full range of factors that shape an enterprise economic security, and matching it with
overall performance efficiency overlooks structural vulnerabilities and non-financial risks. As
a result, the approach may be insufficient in dynamic conditions, especially under digital
transformation (Komresa, 2020).

Indicator (threshold) approach. This approach relies on identifying threshold values for
certain indicators — deviations from these values signal deterioration in economic security.
Indicators typically include financial, operational, and resource metrics, categorized into
critical, acceptable, and optimal levels. Its advantages include simplicity, ease of diagnostics,
and suitability for monitoring systems. However, challenges include difficulty in defining
universal thresholds for different industries and the failure to capture dynamic threats —
particularly digital ones — that evolve faster than norms can be updated (Illmmo Ta Kpeuko,
2022).

Financial state assessment approach. This is one of the most common practical
approaches. It evaluates liquidity, solvency, financial stability, profitability, business activity,
and capital structure to determine the enterprise’s ability to meet obligations, ensure operational
continuity, and create financial reserves. Its primary limitation is its orientation exclusively
toward financial results, excluding operational, technological, and digital risks (ManTi3, B. Ta
Maunris, O., 2022).

Program-target approach. This approach views economic security as a result of programs,
strategic plans, and measures aimed at threat mitigation. Its limitation is the resource-intensive
nature of implementation and insufficient reflection of digital-specific risks (Illnmo Ta Kpeuxo,
2022).

Risk-Oriented Approaches. Modern research increasingly highlights risk-management-
based approaches to assessing security. These approaches involve identifying, analyzing, and
managing key risks, including financial, operational, legal, and — in the context of digital

137



ISSN 2518-1394 (Online), BICHUK MAPIYIIOJIbBCBKOI'O JEPKABHOI'O
YHIBEPCUTETY CEPIsA: EKOHOMIKA, 2025, BUII. 30

transformation — cyber risks. They often rely on real-time threat monitoring, incident response
analytics, and integrated risk-management platforms (I'aneeBa ta ['onoBko, 2025).

Traditional approaches largely overlook digital factors. They usually assume stable
information environments and thus fail to account for cyber threats, data loss, [oT
vulnerabilities, cloud dependencies, and other risks inherent to digitalized operations.

Presenting main material. Analysis of recent publications shows that most traditional
methodologies for assessing economic security were developed during periods when digital
technologies were not a dominant factor of the business environment. As a result, many
approaches implicitly assume a stable information environment or treat it as secondary. For
example, indicator-based or financial assessment methods focus primarily on economic and
financial indicators (profitability, liquidity, etc.) and may overlook digital risks such as
cyberattacks or IT system failures.

However, some approaches initially incorporated elements related to information
security. The resource—functional approach, which structures economic security into functional
components, usually includes information security as one of the key subsystems alongside
financial, personnel, and technological components. This means that the assessment includes
the degree of protection of information resources, data security systems, cybersecurity, etc.
(Tkauenko Ta I'peuxo, 2022). Nevertheless, the level of detail varies, and often the digital factor
is represented by only a few indicators (e.g., presence of a security policy, number of security
breaches), which do not reflect the complexity of cyber risks.

In recent years, a growing number of studies have focused specifically on the intersection
between digital transformation and economic security. The digital factor includes several
elements: digital assets (data, software platforms), digital processes (online operations,
automated production), new risks (cyber threats, data leaks, technical failures), new
opportunities (Big Data analytics, artificial intelligence). Some modern methodological
approaches attempt to integrate these elements. The implementation of advanced digital
technologies can improve security but simultaneously requires mitigation of new digital risks
(Kukhar, Kravchyk and Brechko, 2023).

Digital transformation restructures the economic security system of an enterprise as well.
New risk groups emerge (which previously were not as significant): technological, operational,
managerial, financial, and privacy-related. These risks negatively affect core subsystems of
security: financial, technological, informational, personnel, and intellectual components
(binmuenko Ta KacesiHOBa, 2023). For example, a cyberattack (a technological risk) can
simultaneously cause: financial losses, operational shutdown of IT systems, leakage of
confidential information, reputational damage and personnel turnover. Thus, digital risks have
a cross-functional nature that traditional narrow methodologies cannot fully capture.

This cross-functional impact of digital risks is not merely theoretical but has been
demonstrated in multiple real-world incidents. A notable example illustrating the limitations of
traditional assessment approaches is the Colonial Pipeline ransomware attack. In May 2021,
Colonial Pipeline, which transports 45 % of East Coast fuel, suffered a ransomware attack
forcing a six-day shutdown (TechTarget, 2021). Attackers accessed the network through a
compromised VPN password lacking multi-factor authentication. The company paid a $ 4.4
million ransom, while US President declared a state of emergency as fuel shortages affected 17
states (Insurica, 2024). Traditional economic security assessments (evaluating financial ratios
and operational metrics) would likely have shown satisfactory results prior to the attack.
However, these methodologies failed to detect the absence of basic cybersecurity controls.
Experts confirmed the attack was preventable but essential protective measures were not in
place. This demonstrates that enterprises can exhibit strong conventional security indicators
while giving rise to critical digital vulnerabilities detectable only through cyber-specific
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assessment metrics. The Colonial Pipeline case, along with similar incidents across various
industries, reinforces the arguments regarding the underestimation of digital threats.

International organizations also highlight the underestimation of digital threats by
businesses, especially small and medium enterprises. The Organisation for Economic Co-
operation and Development (OECD) reports that small firms are significantly less likely to
implement formal cybersecurity measures than large enterprises. Only a small share of micro-
enterprises maintain cybersecurity policies, whereas the proportion is much higher among large
businesses (OECD, 2021). The World Economic Forum (WEF) in its annual Global Risks
Report consistently ranks cyber risks among the most serious global business threats. Rising
geopolitical tensions further increase the likelihood of large-scale cyberattacks (World
Economic Forum, 2023). Those reports signal the necessity of integrating the digital factor into
economic security assessment.

Some recent methodologies directly incorporate digital elements, especially within risk-
oriented frameworks. These include: probabilistic approach (evaluates the likelihood of risk
events and expected losses), value-at-risk (determines the maximum potential loss within a
given confidence interval), scenario-based approach (models alternative developments of
events and their consequences for the enterprise), risk matrix (classifies threats by probability
and level of impact). International practice increasingly employs frameworks such as COSO
ERM and NIST Cybersecurity Framework, which offer integrated assessment of operational,
financial, and digital risks based on uncertainty management and cyber resilience principles
(Kukhar, Kravchyk and Brechko, 2023). Recent studies also highlight approaches based on
digital maturity and stress testing, which assess an enterprise’s sensitivity to extreme events,
including technical failures or cyber incidents (Blakyta, Bogma, Bolduieva, Lukyanov and
Shtuler, 2023). These modern approaches are most adaptive to the digital economy because
they systematically incorporate new types of threats created by digital transformation.

Table 1
Table summarizes the consideration of digital factors across different
methodological approaches

Ao Essence Consideration of the Digital
Factor
Resource- Assessment of the state of individual security Partially — information
functional components (financial, personnel, security is included, but digital
technological, informational, etc.) followed by | risks are insufficiently detailed
integration of results
Economic- Calculation of an integral safety index or Partially — digital variables
mathematical econometric model based on a set of may be integrated, but initially
indicators not assumed
Result-oriented | Security is assessed based on the ability of an No — ignores digital
enterprise to generate profit and reinvest it infrastructure, data, cyber risks
into development and protection
Indicator Assessment of the degree to which actual No — digital risks are not
(threshold) indicators meet planned and strategic targets included
Financial Measurement of safety using liquidity, No — digital factors are
condition-based solvency, capital structure, etc. excluded
Program-target Assessment through the implementation of | Partially — digitalization can be
strategic programs and planned measures integrated at a strategic level
Risk-oriented | Identification, assessment, and management of Yes — some approaches
risks integrate digital risks

Overall, the current methodological landscape for assessing the economic security of
enterprises can be described as transitional. It is gradually shifting from fragmented, narrowly
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focused approaches toward more comprehensive and integrated models that better reflect the
realities of the digital age. Many traditional methodologies still do not fully account for the
“digital dimension” (see Table 1), although recent research increasingly identifies this gap and
offers solutions aimed at updating or expanding established approaches. Newer studies begin
to fill this void by proposing methodological adjustments or by developing new frameworks
centered on digital risks and the consequences of digital transformation. Another critical area
for enhancement is the adoption of a proactive risk management approach rather than a purely
reactive one.

One of the key directions for improving classical methodologies is the modernization of
the resource-functional approach. This modernization requires a more detailed examination of
the information-technological component of economic security. In practical terms, this involves
conducting deeper diagnostics of the enterprise’s information security, including the state of its
IT infrastructure, network protection mechanisms, backup and redundancy systems, and the
digital competencies of personnel. The methodological tools used to assess this component can
be significantly strengthened by adopting internationally recognized cybersecurity frameworks
such as the NIST Cybersecurity Framework, which provides structured standards for evaluating
cybersecurity maturity and resilience. Their integration into the assessment process would allow
economic security evaluations to reflect both technological preparedness and vulnerability to
cyber threats.

Another essential enhancement relates to indicator-based and economic-mathematical
approaches. To adequately capture the influence of digital transformation, the set of indicators
used within these methodologies could be expanded to include metrics that reflect digital and
cybersecurity-related aspects (Hacpymtaes, 2025). Such indicators might include the number
of cybersecurity incidents detected over a given period, the average recovery time of IT systems
after failures, the proportion of the IT budget directed toward security, or the presence of
relevant certifications such as ISO 27001. Establishing benchmark or threshold values for these
indicators makes it possible not only to evaluate traditional financial or operational
vulnerabilities but also to detect emerging digital threats proactively.

A further avenue for improvement lies in strengthening methodologies that historically
did not incorporate explicit risk evaluation. These methodologies should be supplemented with
elements of digital risk management. The assessment of economic security must therefore
include the identification of digital risks, their qualitative and quantitative evaluation, and the
introduction of continuous monitoring practices (binnuenko ta Kacesnosa, 2023). This
encompasses risks such as cyberattacks, ransomware, data breaches, cloud service disruptions,
vulnerabilities in Al systems, and failures of IoT-enabled processes. Such an expanded
evaluation should analyze both the probability of risks and their financial and operational
consequences, while also incorporating real-time monitoring supported by analytical tools or
digital dashboards. In practice, this can take the form of a digital risk module integrated into
the broader system of economic security assessment.

In addition to integrating new risk factors, there is a broad consensus that enterprises
should move toward a proactive risk management approach in economic security. Historically,
many organizations have been reactive — addressing risks and threats only after they manifest.
Proactive risk management, by contrast, is an ongoing, forward-thinking process that identifies
potential risks before problems arise. It seeks to minimize disruptions by taking preventive
actions and preparedness measures so that threats are mitigated before they snowball into major
challenges. Some international frameworks reinforce the importance of proactivity. The COSO
ERM emphasizes integrating risk with strategy and performance and addressing emerging risks,
while the NIST Framework explicitly highlights continuous govern / identify / protect activities
to prevent and prepare for cybersecurity incidents. Rather than being purely reactive, it guides
organizations to anticipate and address risks head-on, turning potential challenges into
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opportunities where possible (Kukhar, Kravchyk and Brechko, 2023). It embeds risk
management into organizational governance and strategy, encouraging continuous risk
scanning and early action. This standard’s principles — such as continual monitoring, periodic
review, and integration of risk considerations into decision-making — all serve to institutionalize
proactivity. In practice, a proactive approach might include establishing early warning systems
(for instance, key risk indicators that trigger alerts when conditions met) and conducting regular
scenario analyses to imagine future threat possibilities. Companies like Accenture have noted
that in recent years firms are investing more in predictive analytics, artificial intelligence, and
threat intelligence to bolster their proactive risk identification capabilities. Such tools can scan
for emerging patterns and allow management to respond before an incident fully unfolds
(Accenture, 2024).

Digital transformation also provides opportunities to enhance the assessment process
itself. Instead of relying solely on periodic manual evaluations, enterprises can transition to
automated monitoring systems capable of continuously gathering and analyzing relevant data.
These systems can aggregate information from business-process digital platforms,
cybersecurity tools, and external threat intelligence sources, enabling real-time identification of
deviations from acceptable values. As modern security dashboards increasingly combine
financial, operational, and technological indicators, they embody the recommendations found
in recent methodological research advocating the development of integrated digital platforms
for economic security analysis (HacpymmaeB, 2025). This shift transforms the assessment
process from a reactive one into a proactive system capable of anticipating and flagging
potential threats at early stages.

The assessment of economic security should be supported by broader organizational and
strategic measures aimed at enhancing digital resilience. Although such measures apply more
directly to ensuring security than to assessing it, incorporating them into methodological
frameworks — whether through quantitative indicators or qualitative criteria — makes it possible
to more comprehensively evaluate an enterprise’s preparedness for digital threats. Research in
the field emphasizes the importance of implementing integrated automated management
systems, adopting cloud technologies to strengthen IT infrastructure resilience, investing in the
digital competencies of personnel and regular cybersecurity training, establishing partnerships
for information exchange related to cyber threats, and fostering a corporate culture of
adaptability and innovation (bimmuenko ta KacesinoBa, 2023). These organizational practices
significantly influence the success of digital transformation and must therefore be reflected in
any holistic methodology for assessing economic security.

In summary, modernization of traditional methodological approaches should not replace
or disregard existing conceptual foundations but rather enrich and adapt them to contemporary
conditions. The indicator approach can be updated by expanding the range of indicators, the
resource-functional approach can evolve by strengthening the information-technological
subsystem, economic-mathematical models can incorporate digital variables, program-target
methodologies can embed cybersecurity objectives, and risk-oriented approaches can be
supplemented with advanced tools for digital risk analysis and real-time monitoring. Such an
integrative strategy preserves the methodological strengths accumulated over previous decades
while enabling the assessment of economic security to correspond to the challenges and
opportunities created by digital transformation.

Conclusions. The study conducted provides a comprehensive review of modern
methodological approaches to assessing the economic security of enterprises and analyzes how
these approaches incorporate the digital factor in an era of rapid digital transformation. The
literature review covering the period 2020-2025 demonstrates that researches have proposed a
wide range of approaches — from indicator-based and resource-oriented methods to integral and
risk-oriented models. The scientific community generally agrees that no universal assessment
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methodology currently exists. Each approach possesses distinct advantages and limitations, and
its applicability depends on the specific characteristics of the enterprise and the objectives of
the assessment. At the same time, recent years have seen a clear trend toward methodological
integration and a growing emphasis on risk-based assessment tools.

Regarding the integration of the digital factor, several important conclusions arise.
Traditional methodologies largely did not focus on digital threats because they were developed
before the widespread adoption of digital technologies. Nevertheless, some approaches —
particularly functional and systemic ones — have included information security as a component
of economic security, although often in a simplified or incomplete form. Present-day research
highlights the necessity to rethink existing criteria: cybersecurity, data protection, continuity of
digital processes, and the level of digital maturity of the enterprise are increasingly becoming
critical indicators of its overall economic security. Emerging risks — ranging from cyberattacks
to failures of artificial intelligence systems — have the potential to inflict losses comparable to,
or even greater than, traditional financial or operational threats. Consequently, modern
economic security assessments must systematically incorporate these factors. Equally
important is the incorporation of proactive risk management practices. Relying solely on
retrospective analysis can leave enterprises flat-footed in the face of fast-moving crises. By
adopting proactive, continuous risk management — as advocated by some modern frameworks
— enterprises can detect early warning signs and reinforce their defenses before threats fully
materialize.

This article proposes several general directions for integrating the digital factor and
proactive risk management into existing methodological approaches. These include expanding
indicator systems to incorporate cybersecurity metrics; enhancing the analysis of the
information-technological component within functional and systemic models; embedding risk-
oriented procedures such as identification and continuous monitoring of risks; introducing
automated analytical tools capable of real-time monitoring; and including organizational
measures aimed at strengthening digital resilience. These improvements allow traditional
methodologies to be updated without discarding their conceptual foundations, thus creating a
synergistic effect: preserving methodological continuity while simultaneously addressing the
challenges posed by digital transformation. Enterprises that adopt such modernized approaches
will be better positioned to identify vulnerabilities, mitigate digital risks, and ensure sustainable
development under conditions of ongoing technological change. Consequently, integrating the
digital factor into methodological frameworks is not merely desirable but essential for achieving
a realistic, comprehensive, and accurate assessment of economic security in today’s digital
economy.
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METOJAWYHI IIIAXOAN 1O OINIHIOBAHHSA EKQHOMOMI‘IHOi BE3IEKA
HIAIPUEMCTBA B YMOBAX HU®POBOI TPAHC®OPMAILII

Cmamms npuceauena KOMNJIEKCHOMY aHANI3y MemoOUYHUX Ni0X00i8 00 OYIHIOBAHHS
Pi6Hs eKOHOMIUHOI Oe3neKu niOnpuemMcmea 8 ymosax yugposoi mpancgopmayii. 30iticheno
cucmemamu3ayiro  MpaouyitiHux Memooonoil — pecypcHO-QYHKYIOHATbHO20, eKOHOMIKO-
MamemamuyHo2o, ITHOUKAMOPHO20, NPOSPAMHO-YINIbO8020, (DIHAHCOBO-AHANIMUYHO20 MA
PUBUK-OPIEHMOBAHO20 NIOX00I8 — 3 AKYEHMOM HA me, HACKLIbKU 8OHU 8PAX08YI0mMb YUDPOos6i
pusuxu ma suxauku. Ilokazano, uwjo 6inbuiicms icHyI04UX MeMOOUK 6y1u cpopmosani 0o enoxu
akmueHoi yugposisayii, momy He0OCMamHbLO OXONIIOIMb MAKI 3a2po3u, K Kibepamaku,
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eUMoKU Oanux, epaznusicme IT-ingpacmpykmypu, 3a1exdcHicms 810 XMaApHUX cepsicis, 3001
aA8MOMamu308aHux cucmem ma inui yugposi paxkmopu.

Ha ocnosi ananizy nayxosux nyonikayiii 6U3Ha4eHO CY4acHi meHOeHyii inmezpayii
yugposoco eumipy 6 OYIHIOBAHHA eKOHOMIUHOI Oe3neKu, 30Kpema pO36UMOK PUBUK-
OPIEHMOBANHUX NIOX00i8, BUKOPUCHAHHA MIJNCHAPOOHUX KiOepOe3nekosux Ccmanoapmis,
8NPOBAVINCEHHS NOKAZHUKIG YUpPOBOi cmitikocmi ma 3acmocy8anHs incmpymeHmie yugpogoi
ananimuku. Y cmammi 3anponono8ano Hanpamu MoOepHi3ayii KIACUYHUX MEeMOOUK ULIAXOM
PO3UWUpenHs cucmemu [HOUKAmopis, no2iubOieHHs OYIHKU IHGOPpMAYiliHO-MeXHON02IUHOT
CKAA0060I, BKIIOUEHHA YUPPOBUX PUBUKIE V MOOeNi OYIHIOBAHHA MA BNPOBAONHCEHHS
ABMoOMamMu308aHUX CUCmem MOHIMOPUHL).

Ompumani  pezyromamu  niOKpeciiooms HeoOXiOHICMb OHOBNEHHA MemOOUUHO20
anapamy OYiHIO8AHHSL eKOHOMIYHOI Oe3neKu NIONPUEMCmE ) 8i0N08i0b HA 3POCMAHHI PO
yughposux mexnonozitl ma nos8y HO8uUx munis 3azpos. Mooeprizosani nioxoou 3abezneuyromeo
OinbuL noBHe, peanicmuume i a0anmueHe 8l000PaANCeHHs1 CMAaHy eKOHOMIYHOI be3neku 6 ymosax
yughposoi mpamncgopmayii.

Knrwouosi cnosa: exonomiuna desnexa, yughposea mpanchopmayisn, memoouuri nioxoou,
yughposi puzuku, pusux-opicHmosane OYiHIOBAHHSA, IHpoOpmayitina Oe3neka, Kibepbesneka,
IHOUKAMopu OYiHBAHHS, YUpposa cMilKicms.
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